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Europol’s Mandate

The Hague, Netherlands

“Europol shall support and strengthen action by the competent
authorities of the Member States and their mutual cooperation
in preventing and combating serious crime affecting two or
more Member States, terrorism and forms of crime which affect
a common interest covered by a Union policy”

(Europol Regulation)
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Public-Private-Partnerships – Advisory Groups
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Highlights 2020
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Information Position  
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IOCTA 2020: Key Threats

Social engineering, malware and ransomware remain top threats

Cryptocurrencies continue to facilitate payments for various forms
of cybercrime

Reporting challenges hinder the ability to create an accurate
overview of crime

Criminals take advantage of the COVID-19 crisis
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Cybercrime evolution:
• Fundamentals firmly rooted
• Cybercriminals refine their artisanship
• CaaS raises capability among threat actors

Criminals drive enterprise mindsets in their approach:
• Improving crime methodologies and odds of success 
• The cyber-element infiltrates almost all areas of crime

Threat actors abused the COVID-19 pandemic crisis narrative in criminal activities. 
• Crisis amplified existing problems with people working from home and spending 

time online, particularly seen in Child Sexual Exploitation/CSAM

The 2020 cyber threat 
landscape
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Cybercrime Dependencies Map



Europol Unclassified - Basic Protection Level

Payment Fraud

➢ Increase in (E-)SIM 
swapping and SMishing

➢ BEC growing concern

➢ Online investment fraud with 
victims all over Europe

➢ Card-not-present fraud 
continues to increase

Phishing Attacks

➢ Faster and more automated

➢ Criminals adopting a holistic 
strategy

➢ More authentic-looking 
messages and sites

➢ Situational awareness: 
COVID-19 narrative

Ransomware

➢ Targets organisations rather 
than persons

➢ GDPR fines used as added 
leverage

➢ Fear of re-victimization:
reluctant to report crime 

➢ Ransom demand negotiating

Malware

➢ Advanced modular Malware

➢ Mobile malware

➢ Commodity malware lowering 
barriers to entry into 
cybercrime

Threat Actors

➢ CaaS model fully 
established 

➢ More operational security 

➢ Hide tracks:

o PETs

o Bulletproof hosting

o Cryptocurrencies

Reporting challenges

➢ Broad and static crime 
registration systems

➢ Difficult to quantify resource 
requests 

➢ Insufficient cybercrime 
awareness among the public 
and local police

Highlights
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Tackling the Threat
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© WEF Ransomware forum
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Dev/ Test
Sales/ Resales Infra Setup & 

Ops
Initial Access

Recon
Ransomware Live

Recovery

© WEF Ransomware forum

The ransomware ‘kill chain’

© WEF Ransomware forum

Pre-Event Event Post-Event

▪ Most dominant threat - increasingly targeted

▪ Victim reconnaissance plays significant role

▪ Attacks against local governments, healthcare, education, 
manufacturing, finance, energy, and transport industries

▪ COVID-19 – increased attack surface

▪ Reported attacks on shipping and logistics firms tripled between 2019 
and 2020

▪ RaaS – affiliate programme, steps covered by different actors

▪ Triple extortion - increased pressure 
by threatening publication 
/auctioning/ wiping of data (GDPR 
fines, cold-calling victims, attacks 
against insurance companies) 

▪ Significant risks to other 
organisations in the supply chain and 
critical infrastructure

▪ Victimisation 
goes beyond the 
primary target

▪ Cryptocurrencies 
key facilitator

▪ Impact beyond 
financial damage
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© FireEye
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Attacks for hire
For information stealers, Trojans, 

ransomware, …
60% in 2019

Taking control
Innovative approach to disrupt and gain control 

of the infrastructure from the inside

International collaboration
Netherlands, France, Germany, Ukraine, United Kingdom, Lithuania, 

Canada, United States, and Europol EC3

Global criminal 
infrastructure

Several hundreds of servers across the 
world with different functionalities

Emotet
Takedown
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Emotet: Expectation vs. Reality



Europol Unclassified - Basic Protection Level

To pay or not to pay…

You are dealing with criminals

No guarantees that you will 
get back your data

You will finance ransomware 
and other forms of criminality 

You are likely to become a 
target again

Business continuity

Costs of outage >> ransom

Insurance
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+170 partners

Website available in 
37 languages

+100 tools capable of 
decrypting +135 ransomware 
families

$ 632 million in ransom 
payments stopped

Public-private partnership: No More Ransom

https://nomoreransom.org/



Europol Unclassified - Basic Protection Level

European Money Mule Action
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Europol Public Information

Looking ahead
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MO:
Social Engineering and Malware

CEO Fraud – using AI?
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Deep Fakes
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Fake Identities

www.whichfaceisreal.com
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Fake Identities

www.whichfaceisreal.com
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Artificial Intelligence: 
friend or foe?

Automated and enhanced reconnaissance 

KYC and identity management

Bypassing of (AI-based) defence 
mechanisms (e.g. Spam filters)

Mis- and disinformation
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Summary
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Main Takeaway Points

Social engineering, including phishing, remains one of the main attack 
vectors

Ransomware one of the main threats – worrying aspects are attacks on 
critical infrastructure, convergence of actors and triple-dip attacks

Industrialisation and agility of Cybercrime – Crime-as-a-Service model firmly 
established (COVID-19, AIforCrime-as-a-Service, …)

Expanding attack surface (IoT, shadow IT, supply chain) and need to 
manage increasing complexity and risks
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Main Takeaway Points

Cover the basics – cyber hygiene including steps that are relatively easy to 
implement (e.g. password policy – MFA, monitoring of privileged accounts, 
blocking remote access/ports, AV software, blocked lists, …) 

Be prepared – regular training and awareness raising, technical measures 
and governance (penetration testing, batch & vulnerability management, 
backup strategies, ...) and incident response

Know your enemy - information position and risk management (risks 
specific to your industry, darkweb offerings, data leaks, technology watch 
function, …)  
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Main Takeaway Points

Cyber threats and cybercrime at scale require a networked response, 
including prevention and awareness – joint responsibility (#SafetyTech)

Cooperation is key (e.g. NMR, improved situational awareness) – involve 
law enforcement! 



Europol Unclassified - Basic Protection Level

How high can you build your walls in cyberspace…? 



Die Kapitalmarkt Consult KCU GmbH (KCU) ist eine im Firmenbuch des Handelsgerichts Wien zu FN 
449855 b eingetragene Gesellschaft mit beschränkter Haftung.

KCU wie auch der Vortragende übernehmen keine wie immer geartete Haftung für die Richtigkeit, 
Vollständigkeit und Aktualität der in dieser Präsentation enthaltenen Informationen sowie der im 
Rahmen des Vortrags seitens des Vortragenden getätigten Aussagen. Die Inhalte stellen lediglich eine 
Themenauswahl dar. Auch die in der Präsentation aufgezeigten Gefahren- bzw. Haftungspotenziale 
stellen lediglich eine Auswahl möglicher solcher Potenziale dar. Irrtümer vorbehalten. 

Jede Veröffentlichung oder Vervielfältigung dieser Präsentation ist ohne vorherige schriftliche 
Zustimmung der KCU strengstens verboten. Insbesondere ist das in dieser Präsentation enthaltene 
Bildmaterial, einschließlich des Logos der KCU, rechtlich geschützt. Die Verwendung dieses Materials 
ohne vorherige schriftliche Zustimmung der KCU ist strengstens verboten.

Rechtliche Hinweise
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Thank you!
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